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Introduction: 
The purpose of this document is to provide a guideline on the interpretation of the important 
rights and obligations as stipulated in the Protection of Personal Information Act (hereafter 
referred to as POPI) with regards to the Business. 

 

The purpose of this Act: 
 To give effect to the constitutional right to privacy, in particular the safeguarding of 

personal information; 

 Regulate the processing of personal information in harmony with international 

standards; 

 Prescribe minimum requirements for the lawful processing of personal information; 

 Provide the rights and remedies for the protection against abuses of personal 

information; and 

 Establish an Information Regulator to promote, enforce and fulfil the rights protected 

by POPI. 

 

This Act regulates the following: 
 Collection and procurement of personal information; 

 Lawful processing of personal information; 

 Retention and restriction of records; 

 Security safeguards and compromises; 

 Processing of special personal information; 

 Processing of personal information of children; 

 Establishment of Information Officer and Information Regulator; 

 Rights of data subject regarding direct marketing; 

 Transborder information flow; 

 Information Regulator’s powers and authorities; and 

 Fines and penalties. 

 

 



Protection of Personal Information 

Guidelines on the POPI Act 

6 

 
Copyright SEESA (PTY) Ltd 2014 

 

Definitions: 
 

In this Act –  

“automated means”: means any equipment capable of operating automatically in response 

to instructions given for the purpose of processing information. 

“automatic calling machine”: means a machine that is able to do automated calls without 

human intervention. 

“binding corporate rules”: means personal information processing policies, within a group 

of undertakings, which are adhered to by the business or operation within that group of 
undertakings when transferring personal information to a business or operator within that 
same group of undertakings in a foreign country. 

“data subject”: means the person to whom personal information relates. 

“direct marketing”: means to approach a data subject, either in person or by mail or 
electronic communication, for the direct or indirect purpose of – 

a) Promoting or offering to supply, in the ordinary course of business, any goods or 
service to the data subject; or 

b) Requesting the data subject to make a donation of any kind for any reason. 

“electronic communication”: means any text, voice, sound or image message sent over 
an electronic communications network which is stored in the network or in the recipient’s 
terminal equipment until it is collected by the recipient. 

“filing system”: means any structured set of personal information, whether centralised, 

decentralised dispersed on a functional or geographical basis, which is accessible according 
to specific criteria. 

“group undertakings”: means a controlling undertaking and its controlled undertakings. 

“information officer”: of, or in relation to, a – 

a) Public body means an information officer or deputy information officer as 
contemplated in terms of Section 1 or 17 of this Act; or 

b) Private body means the head of a private body as contemplated in Section 1, of 
The Promotion of Access to Information Act. 

“operator”: means a person who processes personal information for a responsible party in 
terms of a contract or mandate, without coming under the direct authority of that party. 

“person”: means a natural person or a juristic person. 
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“personal information”: means information relating to an identifiable, living, natural person, 
and where it is applicable, an identifiable, existing juristic person, including, but not limited to 
– 

a) Information relating to the race, gender, sex, pregnancy, marital status, national, 
ethnic or social origin, colour, sexual orientation, age, physical or mental health, 
well-being, disability, religion, conscience, belief, culture, language and birth of the 
person; 

b) Information relating to the education or the medical, financial, criminal or 
employment history of the person; 

c) Any identifying number, symbol, e-mail address, telephone number, location 
information, online identifier or other particular assignment to the person; 

d) The biometric information of the person; 

e) The personal opinions, views or preferences of the person; 

f) Correspondence sent by the person that would reveal the contents of the original 
correspondence; 

g) The views or opinions of another individual about the person; and 

h) The name of the person if it appears with other personal information relating to the 
person or if the disclosure of the name itself would reveal information about the 
person. 

“private body”: means –  

a) A natural person who carries or has carried on any trade, business or profession, 
but only in such capacity; 

b) A partnership which carries or has carried on any trade, business or profession; or 

c) Any former or existing juristic person, but excludes a public body. 

“processing”: means any operation or activity or any set of operations, whether or not by 
automatic means, concerning personal information, including – 

a) The collection, receipt, recording, organisation, collation, storage, updating or 
modification, retrieval, alteration, consultation or use; 

b) Dissemination by means of transmission, distribution or making available in any 
other form; or 

c) Merging, linking, as well as restriction, degradation, erasure or destruction of 
information. 

“Promotion of Access to Information Act”: means the Promotion of Access to Information 
Act, 2000 (Act No. 2 of 2000). 
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“public body”: means –  

a) Any department of state or administration in the national or provincial sphere of 
government or any municipality in the local sphere of government; or 

b) Any other functionary or institution when –  

I. Exercising a power or performing a duty in terms of the Constitution or a 
Provincial Constitution; or 

II. Exercising a public power or performing a public function in terms of any 
legislation. 

“public record”: means a record that is accessible in the public domain and which is in the 
possession of or under the control of a public body, whether or not it was created by that 
public body. 

“record”: means any recorded information – 

a) Regardless of form or medium, including any of the following: 

I. Writing on any material; 

II. Information produced, recorded or stored by means of any tape recorder, 
computer equipment, whether hardware or software or both, or other 
device, and any material subsequently divided from information so 
produced, recorded or stored; 

III. Label, marking or other writing that identifies or describes anything of 
which it forms part, or to which it is attached by any means; 

IV. Book, map, plan, graph, or drawing; 

V. Photograph, film, negative, tape or other device in which one or more 
visual images are embodied so as to be capable, with or without the aid 
of some other equipment, of being reproduced; 

b) In the possession or under the control of a responsible party; and 

c) Regardless of when it came into existence. 

“re-identify”: in relation to personal information of a data subject, means to resurrect any 
information that has been de-identified, that –  

a) Identifies the data subject;  

b) Can be used or manipulated by a reasonably foreseeable method to identify the 
data subject; or 

c) Can be linked by a reasonably foresee ably method to other information that 
identifies the data subject, and 

“re-identified”: has a corresponding meaning. 
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“responsible party”: means a public or private body or any other person which, alone or in 
conjunction with others, determines the purpose of and means for processing personal 
information. 

“restriction”: means to withhold from circulation, use or publication any personal information 

that forms part of a filing system, but not to delete or destroy such information. 

“special personal information”: means personal information as referred to in Section 26 of 

this Act. 

“terrorist and related activities”: means those activities referred to in Section 4 of the 

Protection of Constitutional Democracy against Terrorist and Related Activities Act 33 of 
2004. 

“this Act”: means the Protection of Personal Information Act, No. 4 of 2013. 

 “unique identifier”: means any identifier that is assigned to a data subject and is used by 

a responsible party for the purposes of the operations of that responsible party and that 
uniquely identifies that data subject in relation to that responsible party. 

 

Application of this Act: 
1) This Act applies to the processing of personal information –  

a) Entered in a record by or for a responsible party by making use of automated or 
non-automated means.  Providing the recorded personal information is 

processed by non-automated means, it must form part of a filing system or is 
intended to form part thereof; and 

b) The responsible party is –  

I. Domiciled in the Republic; or 

II. Not domiciled in the Republic, but makes use of automated or non-
automated means in the Republic, unless those means are used only to 
forward personal information through the Republic. 

2) a) This Act applies, subject to paragraph (b), to the exclusion of any provision of any 
other legislation that regulates the processing of personal information and that is 
materially inconsistent with an object, or a specific provision, of this Act. 

 b) If any other legislation provides for conditions for the lawful processing of personal 
information that are more extensive than those set out in Chapter 3 of this Act, the 
extensive provisions will prevail. 

3) This Act applies to public and private bodies. 
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Exclusions of this Act: 
1) This Act does not apply to the processing of personal information –  

a) In the course of a purely personal or household activity; 

b) That has been de-identified to the extent that it cannot be re-identified again; 

c) By or on behalf of a public body –  

I. Which involves national security, including activities that are aimed at 
assisting in the identification of the financing of terrorists and related 
activities, defence or public safety; or 

II. The purpose of which is the prevention, detection including assistance in 

the identification of the proceeds of unlawful activities and the combating 
of money laundering activities, investigation or proof of offences, the 
prosecution of offenders or the execution of sentences or security 
measures, 

to the extent that adequate safeguards have been established in legislation for the 
protection of such personal information; 

d) By the Cabinet and its committees or the Executive Council of a province; or  

e) Relating to the judicial functions of a court. 

2) This Act does not apply to the processing of personal information solely for the purpose 
of journalistic, literacy or artistic expression to the extent that such an exclusion is 

necessary to reconcile, as a matter of public interest, the right to privacy with the right 
to freedom of expression. 

3) The Regulator may grant further exemptions to comply with the conditions for lawful 
processing of personal information as stipulated in this Act. 
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Duties and Responsibilities of the Information Officer 
(Section 55 and 56) 
1) The Information Officer’s responsibilities include –  

a) The encouragement of compliance, by the business, with the conditions for the 
lawful processing of personal information; 

b) Dealing with requests made to the business pursuant to this Act; 

c) Working with the Regulator in relation to investigations conducted pursuant to 

Chapter 6 of this Act in relation to the business; 

d) Ensuring compliance by the business with the provisions of this Act. 

2) The Information Officer must take up his/her duties in terms of this Act only after the 
business has registered him/her with the Regulator. 

3) The business must make provisions, in the manner prescribed in Section 17 of the 
Promotion of Access to Information Act, for –  

a) The appointment of such number of persons, if any, as Deputy Information 
Officers as is necessary to perform the duties and responsibilities of the 

Information Officer; and 

b) Any power or duty conferred or imposed on the Information Officer by this Act, to 
be bestowed a Deputy Information Officer(s) of the business. 

4) The Information Officer of a business will be the Chief Executive Officer, Owner or 
equivalent officer, or any person duly authorised by the Business. 

5) It is important to note that the business may be charged with an administrative fine or 
the appropriate person may be sentenced to imprisonment in the event that a Section 
or Sections of this Act is contravened.  It is therefore suggested that the business 
appoints a person with authority such as the Chief Executive Officer as the Information 

Officer to ensure that the Sections as discussed hereafter are adhered to. 
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A. Conditions for Lawful Processing of Personal Information 
 

The Information Officer must ensure that the business adheres to the following conditions 
for the lawful processing of personal information: 

1) Accountability (Section 8) 

2) Processing Limitation (Section 9 – 12) 

3) Purpose Specification (Section 13 – 14) 

4) Further Processing Limitation (Section 15) 

5) Information Quality (Section 16) 

6) Openness (Section 17 – 18) 

7) Security Safeguards (Section 19 – 22) 

8) Data Subject Participation (Section 23 – 25) 

 

A.1 Condition 1 – Accountability (Section 8) 

The business must ensure that the conditions of lawful processing of personal information 
and all measures that gives effect to such conditions are complied with at all times.  

1) The implication of this Section is that the business remains responsible for the lawful 

processing of personal information regardless of it having passed the information on to 
a third party to process the personal information. 

2) In order for the business to exercise control over the lawful processing of personal 
information, the following control measures need to be established and maintained: 

a) All personal information being processed by the business needs to be 
identified; and 

b) The Information Officer and his/her Deputy Officer(s) must be identified and 
appointed to ensure that all personal information being processed comply with 

the requirements of this Act. 
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A.2 Condition 2 – Processing Limitation 

2.1 Lawfulness of Processing (Section 9) 

Personal information must be processed in a lawful and reasonable manner that does not 

infringe the privacy of the data subject. 
 

1) The business may not act unlawfully in its collection or processing of personal 

information. 

2) To ensure the processing of personal information is done in a reasonable manner, the 
business must take into account the interests and reasonable expectations of data 
subjects as well as all of the provisions that are incorporated in these conditions. 

 

2.2 Minimality (Section 10) 

“Personal information may only be processed providing the purpose for which it is 
processed, it is adequate, relevant and not excessive.” 

1) This condition is closely linked to the purpose for which information may be processed.  
The business may only collect personal information that is appropriate for the purpose 

it is being collected for, and should therefore be adequate, relevant and not excessive. 

 

2.3 Consent, justification and objection (Section 11) 

2.3.1) The business may only process the personal information of a data subject if –  

1) The data subject or a competent person where the data subject is a child consents to 
the processing; 

2) The processing is necessary to carry out actions for the conclusion or performance of 
a contract to which the data subject is a party; 

3) The processing complies with an obligation imposed by law on the business; 

4) The processing protects a legitimate interest of the data subject; 

5) The processing is necessary for the proper performance of a public law duty by the 
business; or 

6) The processing is necessary for pursuing the legitimate interests of the business or of 
a third party to whom the information is supplied; 
 

2.3.2) a)  The business bears the burden of proof to show that the data subject or  
      competent person has consented to the processing of the personal information as 
referred to in paragraph 2.3.1.1. 

 



Protection of Personal Information 

Guidelines on the POPI Act 

14 

 
Copyright SEESA (PTY) Ltd 2014 

 

           b) The data subject or competent person may withdraw his, her or its consent, at 
any time provided that: the lawfulness of the processing of personal information 
before such withdrawal or processing of personal information in terms of 
paragraph 2.3.1.2 – 2.3.1.6 will not be affected. 

 

2.3.3) A data subject may object at any time, to the processing of personal information –  

1) In terms of paragraph 2.3.1.2 – 2.3.1.6, in the prescribed manner, on reasonable 
grounds relating to his, her or its particular situation, unless legislation provides for 
such processing; or 

2) For purposes of direct marketing other than direct marketing by means of unsolicited 
electronic communication as referred to in Section 69 of this Act. 
 

2.3.4) If a data subject has objected to the processing of personal information in terms of 
paragraph 2.3.3, the business may no longer process the personal information. 

 

Note to Information Officer: 

 

1) It is important to understand that consent plays a vital role in processing personal 

information, but it is not the only consideration taken into account in order to comply 
with this Act. 

2) This Act defines “consent” as meaning “voluntary, specific and informed expression 
of will in terms of which a data subject agrees to the processing of personal information 
relating to him or her.”  The consent must therefore be voluntary and not amount to a 
submission made by making use of physical force, coercion, undue influence, pressure, 
duress, harassment, unfair tactics or any similar conduct that may be unfair.  This Act 
does not require the consent to be in writing, however, taking into consideration that 
the business bears the burden of proof that consent was given, it would be advisable 
to ensure that consent is obtained in writing. 

3) It is important to note that consent relating to the use of personal information is 
revocable by a data subject at any time. 

4) The provisions of paragraph (2.3.1.2 – 2.3.1.6 provides for conditions where the 
business may lawfully process personal information without the consent of the data 

subject. 

5) A data subject may object, at any time, on reasonable grounds against the processing 
of personal information, whereafter the business must immediately stop processing the 
data subject’s personal information. 
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2.4 Collection directly from data subject (Section 12) 

As far as possible, the business should collect personal information directly from the data 

subject, except under the following circumstances: 

1) The information is contained in or derived from a public record or has deliberately been 
made public by the data subject; 

2) The data subject or a competent person where the data subject is a child has 
consented to the collection of the information from another source; 

3) Collection of the information from another source would not prejudice a legitimate 
interest of the data subject; 

4) Collection of the information from another source is necessary –  

a) To avoid prejudice to the maintenance of the law by any public body, including 
the prevention, detection, investigation, prosecution and punishment of offences; 

b) To comply with an obligation imposed by law or to enforce legislation 
concerning the collection of revenue; 

c) For the conduct of proceedings in any court or tribunal that have commenced 
or are reasonably contemplated; 

d) In the interest of national security; or 

e) To maintain the legitimate interests of the business or of a third party to whom 

the information is supplied; 

5) Compliance would prejudice a lawful purpose of the collection; or 

6) Compliance is not reasonably practicable in the circumstances of the particular case. 

 

Note to Information Officer: 

 

1) The business must collect personal information directly from the data subject, unless 

allowed for as stipulated in the exceptions. 

2) If personal information is collected from a third party, the data subject should be made 
aware of the processing of the information and the purpose for which the information 
has been collected.   

3) This is a very strict requirement that is imposed by this Act, however, the exceptions 
are extensive and the impact of this provision is considerably softened by the application 
of the exceptions. 
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A3. Condition 3 - Purpose Specification 

3.1 Collection for specific purpose (Section 13) 

The business must adhere to the following requirements as stipulated by this Act: 

1) The business may only collect personal information for a specific, explicitly defined 
and lawful purpose that relates to the function or activity of the business. 

2) The business must have standard operating procedures in place to ensure that the data 
subject is aware of the purpose for which the information is collected.   

 

Note to Information Officer: 

 

1) The purpose of the collection and processing of personal information influences every 
aspect of the processing of the information which includes, the manner of its collection, 
periods of retention, further processing, destruction of information, disclosure to third 
parties and any further matters which may apply to the processing of the information.  It 
is therefore advisable that the business firstly determines the purpose of and the 

means for processing personal information prior to collecting the information. 

2) In conjunction with Section 10 of this Act, this Section requires that the business only 
collect personal information that is adequate, relevant and not excessive given the 
purpose for which it will be used.  Therefore, the business should first establish the 
purpose of collecting personal information from a data subject and then ensure that it 
is relevant and not excessive for the purpose that the information was collected for. 

3) The business must ensure, in collecting the information, that the data subject is aware 
of the purpose for which the information is being collected.  This enables the data 
subject to make an informed decision as to whether the personal information should 
be made available to the business.  The business will be able to comply with this 
requirement by stating the purpose of collecting the personal information on the 

document or contract on which the information should be supplied. 
 

3.2 Retention and restriction of records (Section 14) 

The business must adhere to the following requirements as stipulated by this Act: 

1) If the purpose for which information was collected or subsequently processed has been 
achieved, the business may then not retain that records any longer than necessary, 
unless– 

a) Retention of the personal information record is required or authorised by law; 

b) The business reasonably requires the personal information records for lawful 
purposes which has a direct relation to the business’s functions or activities; 
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c) A contract between the parties requires the personal information records to be 
retained; or 

d) The data subject or a competent person where the data subject is a child has 
consented to the retention of the record for a longer period. 

2) The business must take note that records of personal information may be retained for 
periods in excess of those contemplated in paragraph (1) for historical, statistical or 
research purposes if the business has appropriate safeguards in place to prevent 
personal information records from being used for any other purposes. 

3) If the business has used a record of personal information of a data subject to make a 
decision about the data subject, the business must –  

a) Retain the personal information record for the period as prescribed by law or any 
other code of conduct; or 

b) If there is no law or code of conduct prescribing a retention period, the business 
must retain the record for a period sufficient enough for the data subject to have a 
reasonable opportunity to request access to the record. 

4) It is important to note that the business must destroy, delete or de-identify a record of 

personal information as soon as reasonably practicable after the business is no longer 
authorised to retain the record. 

5) The destruction, deletion or de-identifying of a personal information record must be done 
in a manner that prevents its reconstruction in an intelligible form. 

6) The business must restrict processing of personal information if –  

a) Its accuracy is contested by the data subject, for a period enabling the business 

to verify the accuracy of the information; 

b) The business no longer needs the personal information for achieving the 
purpose for which the information was collected or subsequently processed, but 
it has to be maintained for purposes of proof; 

c) The processing is unlawful and the data subject opposes its destruction or 
deletion and requests the restriction of its use instead; or 

d) The data subject requests to transmit the personal information into another 
automated processing system. 

7) Personal information referred to in paragraph (6) may, with the exception of storage, 
only be processed for purposes of proof, or with the data subject’s consent, or with 

the consent of a competent person in respect of a child, or for the protection of the rights 
of another natural or legal person or if such processing is in the public interest. 

8) Where processing of personal information is restricted pursuant to paragraph (6), the 
business must inform the data subject before lifting the restriction on processing. 

9) The business should ensure that all personal information retained are identified,  
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categorised and appropriately safeguarded.   

A4. Condition 4 – Further Processing Limitation 

4.1 Further processing must be compatible with the purpose of collection 

The business must adhere to the following requirements as stipulated by this Act: 

1) Further processing of personal information must be done in accordance with the 
purpose for which it was collected originally. 

2) To assess whether further processing is compatible with the purpose of collection, 
the business must take account of –  

a) The relationship between the purpose of the intended further processing and the 
purpose for which the information has been collected; 

b) The nature of the information concerned; 

c) The consequences for the data subject’s intended further processing of his, her 

or its personal information; 

d) The manner in which the personal information has been collected from the data 

subject; and 

e) Any contractual rights and obligations bestowed on the parties. 

3) Further processing of personal information is not incompatible with the purpose 
of collection if –  

a) The data subject or a competent person where the data subject is a child has 
consented to the further processing of the information; 

b) The information is available in or derived from a public record or has deliberately 
been made public by the data subject; 

c) Further processing is necessary –  

I. To avoid prejudice to the maintenance of the law by any public body, 
including the prevention, detection, investigation, prosecution and 
punishment of offences; 

II. To comply with an obligation imposed by law or to enforce legislation 

concerning the collection of revenue; 

III. For the conduct of proceedings in any court or tribunal that have 

commenced or are reasonably contemplated; 

IV. In the interest of national security. 

d) The further processing of the information is necessary to prevent or mitigate a 
serious and imminent threat to –  

I. Public health or public safety; or 
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II. The life or health of the data subject or another individual(s); 
 

e) The information is used for historical, statistical or research purposes and the 
business ensures that the further processing is carried out solely for such 
purposes and will not be published in an identifiable form. 

 

Note to Information Officer: 

 

1) The further processing of personal information may only be processed if it is compatible 
with the purpose for which it was initially collected.  For instance, if personal information 

was collected from a data subject with the purposes of concluding a credit agreement, 
the information may then not be further processed to contact the data subject to market 
any other services or products.  

 

A5. Condition 5 – Information Quality 

5.1 Quality of information (Section 16) 

 

Note to Information Officer: 

 

1) The business must take reasonably practicable steps to ensure that the personal 
information is complete, accurate, not misleading and updated where necessary. 

2) It is important for the business to have consideration for the purpose for which personal 
information is collected or further processed. 

3) In order for the business to ensure that the personal information is complete, accurate, 
not misleading and updated, it requires that the business have appropriate information 
security measures in place to safeguard the integrity of the personal information. 

4) Chapter 3 of the Electronic Communications and Transactions Act also requires 
that the integrity, reliability and accuracy of electronic information be maintained if they 
are to enjoy the efficacy that the Act bestows upon them.   

5) It is suggested that the business evaluates its information security measures on a 
regular basis to ensure that the personal information in its possession, remains accurate 
and relevant.  It is further suggested that areas of concern must be identified and 
addressed to ensure that no information breaches occur.   
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A6. Condition 6 – Openness 

6.1 Documentation (Section 17) 

 

Note to Information Officer: 

 

1) The business must maintain the documentation of all information processing operations 
within the business.  This should be done in accordance with Section 14 and Section 
51 of the Promotion of Access to Information Act. 

a) Section 14 stipulates that the Information Officer of a public body must compile 
an information manual in at least three official languages containing the 
following: 

I. A description of the business’s structure and core functions; 

II. The postal and street address, phone and fax number and, if available, 

electronic mail address of the Information Officer and his/her Deputy 
Information Officer(s); 

III. A description of the business information guide; 

IV. Sufficient detail describing the process to facilitate a request for access 

to a record, including a description of the subjects on which the business 
holds records and the categories of records held on each subject; 

V. The latest notice, if any, regarding the categories of records of the 

business which are available without a person having to request access 
in terms of this Act; 

VI. A description of the services available to members of the public, 
provided by the business, and how to gain access to those services; 

VII. A description of any arrangement or provision for a person making 
representations or influence the formulation of policies or exercise powers 
or performance of duties, by the business; 

VIII. A description of all the remedies available in respect of an act or a 

failure to act by the business; 

IX. Any other information as may be required.     

b) Section 51 stipulates that the Information Officer of a private body must compile 
a manual containing the following information: 

I. The postal and street address, phone and fax number and, if available, 
electronic mail address of the head of the business; 

II. A description of the business information guide and how to gain access to 
that guide; 
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III. The latest notice, if any, regarding the categories of records of the 
business which are available without a person having to request access 
in terms of this Act; 

IV. A description of the records of the business which are available in 
accordance with any other legislation; 

V. Sufficient detail describing the process to facilitate a request for access to 
a record, including a description of the subjects on which the business 
holds records and the categories of records held on each subject; 

VI. Any other information as may be required. 
 

6.2 Notification to data subject when collecting personal information (Section 18) 

 

Note to Information Officer: 

 

1) It is important to note that when a business collects personal information to be 
processed for a specific purpose, the business must take reasonably practicable steps 
to ensure that the data subject is aware of –  

a) The type of personal information being collected and where the personal 
information is not collected directly from the data subject, the source from which 
it is collected; 

b) The name and address of the business; 

c) The purpose for which the personal information is being collected; 

d) Whether or not the supply of the personal information by that data subject is 
voluntary or mandatory; 

e) The consequences of failure to provide the personal information; 

f) Any particular law authorising or requiring the collection of the personal 

information; 

g) Whether the business intends to transfer the information to a third country or 
international organisation and the level of protection afforded to the information 
by that third country or international organisation; 

h) Any further information such as the –  

I. Recipient or category of recipients of the information; 

II. Nature or category of the information; 

III. Existence of the right of access to and the right to rectify the information 

collected; 
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IV. Existence of the right to object of the processing of personal 
information; and 

V. Right to lodge a complaint to the Information Regulator and the contact 
details of the Information Regulator. 

2) Be advised that the business do not have to comply with paragraph 1 if:  

a) The data subject or a competent person where the data subject is a child has 
provided consent for the non-compliance; 

b) The business’s non-compliance would not prejudice the legitimate interests of 

the data subject; 

c) The business’s non-compliance is necessary –  

I. To avoid prejudice to the maintenance of the law by any public body, 
including the prevention, detection, investigation, prosecution and 
punishment of offences; 

II. To comply with an obligation imposed by law or to enforce legislation 

concerning the collection of revenue; 

III. For the conduct of proceedings in any court or tribunal that have 

commenced or are reasonably contemplated; 

IV. In the interest of national security. 

d) The compliance would prejudice a lawful purpose of the collection of personal 
information; 

e) The compliance is not reasonably practicable in certain circumstances of a 
particular case; or 

f) The personal information will –  

I. Not be used in a form in which the data subject may be identified; or 

II. Be used for historical, statistical or research purposes. 

3) It is important for the business to provide the data subject with the information as 
stipulated in paragraph 1, to ensure transparency and fairness in the processing of 
personal information.  There are however exceptions to the compliance with 

paragraph 1 and this should be established prior to any information being collected from 
a data subject.   

4) In the event that the business have previously taken steps to provide the data subject 
with the information as stipulated in paragraph 1, the business do not have to comply 
with paragraph 1 for any further processing of the personal information, providing the 
information is being processed for the same purpose for which it was collected. 
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A7. Condition 7 – Security Safeguards 

7.1 Security measures on integrity and confidentiality of personal information 
(Section 19) 

 

Note to Information Officer: 

1) The business must secure the integrity and confidentiality of all personal information 

that is in its possession or under its control to prevent –  

a) The loss of, damage to or unauthorised destruction of personal information; and 

b) The unlawful access to or processing of personal information. 

2) The business will comply with paragraph 1 if it ensures that appropriate, reasonable     
technical and organisational measures are in place to –  

a) Identify and document all reasonably foreseeable internal and external risks that 

may have an influence on the personal information in its possession or under its 
control; 

b) Establish and maintain appropriate safeguards against the risks identified;  

c) Regularlyverify and obtain confirmation that the safeguards are effectively 

implemented; and 

d) Ensure that the safeguards are continuously updated in accordance with newly 
identified risks or deficiencies that may influence the current safeguards. 

3) The business must favourably consider and take into account generally accepted 
information security practices and procedures that may be required in terms of 
specific industry or professional rules and regulations. 

4) The business must ensure that industry specific safety measures pertaining to its 
personal information, are implemented, evaluated and updated on a regular basis to 
counter any existing and potential threats it poses to the current safeguards.   

5) It is advisable that the business conduct regular training sessions for its employees, 
especially employees which form part of the processing of personal information within 
the business.   

6) In order to establish an information security system, the Information Officer must ensure 
that it addresses the three primary components that are present in the processing of 
personal information.  The three components are technology, process and people. 

7) The business must take note that even though certain functions which relates to the 
processing of personal information may be outsourced to third parties, for instance the 
provision of IT and communication services, the retention and back up of documents or 
even the storage and destruction of documents, it is ultimately the responsibility of the 
business to establish, maintain and review the information security systems. 
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8) It is important to note that in allowing external parties access to the premises, 
information systems or information, the access should be properly controlled and the 
external parties will be subject to the express requirements and prohibitions as 
stipulated in the Access Control Policy. 

 

7.2 Information processed by operator or person acting under authority from the 
business     (Section 20) 

 

Note to Information Officer: 

 

1) The business must ensure that an operator or anyone, including but not limited to, sub-   
contractors, agents, suppliers, importers, exporters, representatives, service providers 
or    manufactures which process personal information on behalf of the business, must 
–  

a) Process such information only with the knowledge or written authorisation of 
the business; and 

b) Treat the personal information that comes to their knowledge as confidential and 
must not disclose it.   

2) It is therefore suggested that the business incorporate a standard written agreement 
with an operator or anyone, including but not limited to, sub-contractors, agents, 
suppliers, importers, exporters, representatives, service providers or manufactures prior 
to any personal information being forwarded to him, her or it.  

 

7.3 Security measures regarding information processed by operator (Section 21) 

 

Note to Information Officer: 

 

1) The business must in terms of a written contract between the operator and itself, 
ensure that the required security measures (as stipulated in Section 19), relevant to the 
processing of personal information, are clearly stipulated and agreed upon.  The 
operator responsible for processing the personal information on behalf of the business, 
must ensure that it establish and maintain the required security measures as he, she 
or it may also be held liable for any contravention of this Act.   

2) The operator must notify the business immediately where there are reasonable 
grounds to believe that the personal information of a data subject has been lost, 
accessed or acquired by any unauthorised person or an information breach has 
occurred. 
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7.4 Notification of security compromises (Section 22) 

 

Note to Information Officer: 

 

1) If the business believe or have determined that the personal information of a data 
subject has been lost, accessed or acquired by any unauthorised person or an 
information breach has occurred the business must notify –  

a) The Regulator; and 

b) The data subject, unless the identity of such data subject cannot be established. 

2) It is important to note that this notification must be made as soon as reasonably 
possible after the discovery of the compromise, taking into account the legitimate 

needs of law enforcement or any measures reasonably necessary to determine the 
scope of the compromise and to restore the integrity of the business’s information 
system. 

3) The business may only delay notification to the data subject if a public body 

responsible for the prevention, detection or investigation of offences or the Regulator 
determines that notification will impede a criminal investigation by the public body 
concerned. 

4) The business must notify the data subject in writing and ensure that this 

communication reaches the data subject in at least one of the following ways: 

a) Mailed to the data subject’s last know physical or postal address; 

b) Sent by e-mail to the data subject’s last known e-mail address; 

c) Placed in a prominent position on the website of the business; 

d) Published in the news media; or 

e) As may be directed by the Regulator. 

5) The business must ensure that the written notification provide sufficient information 
to allow the data subject to take protective measures against the potential 

consequences of the compromise, including –  

a) A description of the possible consequences of the security compromise; 

b) A description of the measures that the business intends to take or has taken to 
address the security compromise; 

c) A recommendation with regard to the measures to be taken by the data subject 
to mitigate the possible adverse effects of the security compromise; and 

d) If know to the business, the identity of the unauthorised person who may have 
accessed or acquired the personal information. 
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6) The business must take note that the Regulator may direct him, her or it to publicise, 
in any manner specified by the Regulator, the fact of any compromise to the integrity 
or confidentiality of personal information, if the Regulator has reasonable grounds to 
believe that such publicity would protect a data subject who may be affected by the 
compromise.  Should it be required from the business to publish a notification, it must 
be taken into account that the business’s reputation is at risk and great consideration 

should be given to the wording of the notification. 

7) It is suggested that the business implement adequate policies and procedures that 

govern the notification and reporting of a compromise of personal information. 
 

A8. Condition 8 – Data subject’s participation 

8.1 Access to personal information (Section 23) 

 

Note to Information Officer: 

 

1) Should a data subject provide adequate and/or sufficient proof of identity the data 
subject has the right to –  

a) Request the business to confirm, free of charge, whether or not the business 
holds personal information about him, her or it; and 

b) Request from the business the record or a description of the personal 
information about him, her or it held by the business, including information about 
the identity of all third parties, or categories of third parties, who have, or have had, 
access to this personal information -  

I. Within a reasonable time; 

II. At a prescribed fee, if any; 

III. In a reasonable manner and format; and 

IV. In a form that is generally understandable. 

2) If the business provide the requested information as described in clause 1, the business 
must advise the data subject simultaneously of his, her or its right in terms of Section 
24 of this Act, to request the correction of personal information. 

3) Should the business require the data subject to pay a fee for the information and/or 

services provided in terms of clause 1(b), the business -  

a) Must give the data subject a written estimate of the fee before providing the 

information and/or services; and 

b) May require the data subject to pay a deposit for all or part of the fee prior to 

any requested information and/or services provided. 
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4) The business must ensure that it comply with the provisions of Part 2 and Part 3 of 
Chapter 4 of the Promotion of Access to Information Act, prior to disclosing 

information to the data subject.  It is crucial that the business consult with its legal 
advisor to establish whether the personal information required by the data subject, does 
not have a restriction or partial restriction prior to it being disclosed. 

5) If the business receives a written request for access to personal information, the 

business must firstly establish which part of the information may not be disclosed, as 
every other part of the information must be disclosed.  

 

8.2 Correction of personal information (Section 24) 

 

Note to the Information Officer: 

1) The business must take note that the data subject may in writing and with sufficient 
identification, request the business to:  

a) Correct or delete personal information about the data subject in its possession or 
under its control that is inaccurate, irrelevant, excessive, out of date, 
incomplete, misleading or obtained unlawfully; or 

b) Destroy or delete a record of personal information about the data subject that the 
business is no longer authorised to retain in terms of Section 14 of this Act. 

2) If the business receive such a request from the data subject as discussed in clause 1(a) 
and (b), the business must as soon as possible:  

a) Correct the information; 

b) Destroy or delete the information; 

c) Provide the data subject, to his, her or its satisfaction, with credible evidence in 
support of the information; or 

d) If an agreement cannot be reached between the business and the data subject, 
and if the data subject so requests, take such steps as are reasonable in the 
circumstances, to attach to the information in such a manner that it will always 
be read with the information, an indication that a correction of the information has 

been requested but has not been made. 

 

3) The business should take note: 

If changes have been made on request of the data subject to his, her or its personal 
information, that an obligation exists on the business to disclose those changes to 

all responsible parties, persons or bodies to whom these personal information has been 
disclosed, providing the changed information has an impact on decisions that have been 
or will be taken in respect of the data subject. 
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4) It is further important that the business notify the data subject, who has made a 
request in terms of clause (1), of the action taken as a result of the request. 

 

8.3 Manner of access (Section 25) 

 

Note to information Officer: 

 

1) The business must ensure that any request from a data subject in terms of Section 23 
of this Act, must adhere to the stipulations of Section 18 and 53 of the Promotion 
of Access to Information Act. 

a) Section 18 stipulates:  

I. “A request for access must be made in the prescribed form to the 
information officer of the public body concerned at his or her address or 
fax number or electronic mail address. 

II. The form for a request of access prescribed in (a) must at least require the   
requester concerned -      

 To provide sufficient particulars to enable an official of the public 

body concerned to identify the record or records requested and the 
requester; 

 To indicate which applicable form of access is required; 

 To state whether the record concerned is preferred in a particular 
language; 

 To specify a postal address or fax number of the requester in the 

Republic; 

 If, in addition to a written reply, the requester wishes to be 
informed of the decision on the request in any other manner, to 
state that manner and the necessary particulars to be so informed; 
and 

 If the request is made on behalf of a person, to submit proof of the 
capacity in which the requester is making the request, to the 

reasonable satisfaction of the information officer. 

III. An individual who because of illiteracy or a disability is unable to make a 

request for access to a record of a public body in accordance with clause (a), 
may make that request orally.  The information officer of that body must reduce 

that oral request to writing in the prescribed form and provide a copy thereof to 
the requester.” 
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b) Section 53 stipulates: 

I. “A request for access to a record of a private body must be made in the 

prescribed form to the private body concerned at its address, fax number 
or electronic mail address. 

II. The form for a request for access prescribed in clause (a) must at least 
require the requester concerned –  

 To provide sufficient particulars to enable the head of the private 

body concerned to identify the record(s) requested and the 
requester; 

 To indicate which applicable form of access is required; 

 To specify a postal address or fax number of the requester in the 

Republic; 

 To identify the right the requester is seeking to exercise or protect 
and provide an explanation of why the requested record is 
required for the exercise or protection of that right; 

 If, in addition to a written reply, the requester wishes to be 
informed of the decision on the request in any other manner, to 
state that manner and the necessary particulars to be so informed; 
and 

 If the request is made on behalf of a person, to submit proof of the 
capacity in which the requester is making the request, to the 

reasonable satisfaction of the head.” 
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B. Processing of Special Personal Information 
 

The business must adhere to the following provisions when Special Personal 
Information is being processed. 

 

1) Prohibition on processing of personal information (Section 26) 

2) General authorisation concerning special personal information (Section 27) 

3) Authorisation concerning data subject’s religious or philosophical beliefs (Section 
28) 

4) Authorisation concerning data subject’s race or ethnic origin(Section 29) 

5) Authorisation concerning data subject’s trade union membership(Section 30) 

6) Authorisation concerning data subject’s political persuasion(Section 31) 

7) Authorisation concerning data subject’s health or sex life(Section 32) 

8) Authorisation concerning data subject’s criminal behaviour or biometric 
information(Section 33) 

 

B1. Prohibition on processing of personal information (Section 26) 

 

Note to Information Officer: 

 

1) The business is prohibited to process personal information collected from a data subject 
concerning:  

a) The religious or philosophical beliefs, race or ethnic origin, trade union 
membership, political persuasion, health or sex life or biometric information; 

or 

b) The criminal behaviour of a data subject to the extent that such information 

relates to: 

I. The alleged commission by a data subject of any offence; or 

II. Any proceedings in respect of any offences allegedly committed by a 
data subject or the disposal of such proceedings. 

c) It is important to note that the Conditions of Lawful Processing as stipulated 
and discussed in Part A of this document, is also applicable to the processing of 
Special Personal Information. 
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d) Unless a general authorisation or alternatively a specific authorisation relating 
to the different types of special information apply, the business is prohibited from 
processing special personal information. 

 

B2. General authorisation concerning special personal information 
 (Section 27) 

 

Note to Information Officer: 

 

1) The business must note that the prohibition on processing personal information as 
stipulated in Section 26, is not applicable if the –  

a) Data subject has provided his, her, its consent pertaining to the processing of the 

information;  

b) Processing is necessary for the establishment, exercise or defence of a right or 
obligation in law; 

c) Processing is necessary to comply with an obligation of international public law; 

d) Processing is for historical, statistical or research purposes to the extent that –  

I. The purpose serves a public interest and the processing is necessary for 
the purpose concerned; or it appears to be impossible or would involve a 
disproportionate effort to ask for consent; 

e) Information has deliberately been made public by the data subject;  

f) Provisions of Sections 29 to 33 are complied with; or 

g) Business has provided sufficient guarantees to ensure that the processing of 
special personal information does not adversely affect the individual privacy 

of the data subject to a disproportionate extent. 

2) The business must note that Section 27 provides a general authorisation for the 
processing of Special Personal Information.  It is therefore important to understand 
that, obtaining consent from a Data Subject plays a critical part prior to processing 
Special Personal Information, however it is not the only condition on which special 
personal information may be processed, as discussed in Section 27. 

 

B3. Authorisation concerning data subject’s religious or philosophical 
beliefs (Section 28) 

 

Note to Information Officer: 
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1) The business may process special personal information concerning a data subject’s 
religious or philosophical beliefs, as referred to in Section 26, if the processing is carried 
out by –  

a) Spiritual or religious organisations, or independent sections of those 

organisations if –  

I. The information concerns data subjects belonging to those organisations; 

or 

II. It is necessary to achieve their aims and principles; 

b) Institutions founded on religious or philosophical principles with respect to 
their members or employees or other persons belonging to the institution, if it is 
necessary to achieve their aims and principles; or 

c) Other institutions, provided that the processing is necessary to protect the 

spiritual welfare of the data subjects, unless they have indicated that they object 
to the processing. 

2) In the cases referred to in clause 1(a), the prohibition for processing special 
personal information relating to a data subject’s religion or philosophy of life of family 
members, does not apply if: 

a) The association concerned maintains regular contact with those family 

members in connection with its aims; and 

b) The family members have not objected in writing to the processing. 

3) Personal information concerning a data subject’s religious and philosophical beliefs 
may not be supplied to third parties without the consent of the data subject. 

 

B4. Authorisation concerning data subject’s race or ethnic origin 
(Section 29) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information concerning a data subject’s race or 
ethnic origin, as referred to in Section 26, does not apply if the processing is carried 

out to –  

a) Identify data subject(s) and only when this is essential for that purpose; and 

b) Comply with laws and other measures designed to protect or advance persons, 
or categories of persons, disadvantaged by unfair discrimination. 
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B5. Authorisation concerning data subject’s trade union membership 
 (Section 30) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information concerning a data subject’s trade 
union membership, as referred to in Section 26, does not apply to the processing by 
the trade union to which the data subject belongs or the trade union federation to which 

that trade union belongs, if such processing is necessary to achieve the aims of the 
trade union federation. 

2) Furthermore, taking the aforesaid into consideration, no personal information may be 
supplied to third parties without the consent of the data subject. 

 

B6. Authorisation concerning data subject’s political persuasion 
 (Section 31) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information concerning a data subject’s political 
persuasion, as referred to in Section 26, does not apply to processing by or for an 
institution, founded on political principles, of the personal information of –  

a) Its members or employees or other persons belonging to the institution, if such 
processing is necessary to achieve the aims or principles of the institution; or 

b) Participating in the activities of, or engaging in the recruitment of members for 
or canvassing supporters or voters for, a political party. 

2) It is furthermore important to note that no personal information may be supplied to third 
parties without the consent of the data subject. 

 

B7. Authorisation concerning data subject’s health or sex life (Section 32) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information concerning a data subject’s health 
or sex life, as referred to in Section 26, does not apply to the processing by –  

a) Medical professionals, healthcare institutions or facilities or social services, if 

such processing is necessary for the proper treatment and care of the data subject, 
or for the administration of the institution or professional practise concerned; 
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b) Insurance companies, medical schemes, medical scheme administrators and 
managed healthcare organisations, if such processing is necessary for –  

I. Assessing the risk to be insured by the insurance company or covered 
by the medical scheme and the data subject has not objected to the 
processing; 

II. The performance of an insurance or medical scheme agreement; or 

III. The enforcement of any contractual rights and obligations; 

c) Schools, if such processing is necessary to provide special support for pupils or 

making special arrangements in connection with their health or sex life; 

d) Any public or private body managing the care of a child if such processing is 

necessary for the performance of their lawful duties; 

e) Any public body, if such processing is necessary in connection with the 
implementation of prison sentences or detention measures; or 

f) Administrative bodies, pension funds, employers or institutions working for 

them, if such processing is necessary for –  

I. The implementation of the provisions of laws, pension regulations or 

collective agreements which create rights dependent on the health or sex 
life of the data subject; or 

II. The reintegration of or support for workers or persons entitled to 
benefit in connection with sickness or work incapacity. 

2) Notwithstanding the above, the information may only be processed by responsible 
parties subject to an obligation of confidentiality by virtue of office, employment, 

profession or legal provision, or established by a written agreement between the 
business and the data subject. 

3) The business authorised to process information concerning a data subject’s health or 
sex life in terms of this section, is not subject to an obligation of confidentiality by 

virtue of office, profession or legal provision and must treat the information as 
confidential, unless the responsible party is required by law or in connection with their 
duties to communicate the information to other parties who are authorised to process 
such information. 

4) The prohibition on processing any of the categories of personal information as referred 
to in Section 26, does not apply if it is necessary to supplement the processing of 

personal information concerning a data subject’s health, if the main intention is to 
properly treat or care for the data subject. 
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5) Personal information concerning inherited characteristics may not be processed in 
respect of a data subject from whom the information concerned has been obtained, 
unless–  

a) A serious medical interest prevails; or 

b) The processing is necessary for historical, statistical or research activity. 

 

B8. Authorisation concerning data subject’s criminal behaviour or 
 biometric information (Section33) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information concerning a data subject’s criminal 
behaviour or biometric information, as referred to in Section 26, does not apply if the 
processing is carried out by bodies charged by law with applying criminal law or by 
responsible parties who have obtained that information in accordance with law. 

2) The processing of information concerning personnel in the service of the 

responsible party must take place in accordance with the rules established in 
compliance with labour legislation. 

3) The prohibition on processing any of the categories of personal information referred to 
in Section 26, does not apply if such processing is necessary to supplement the 

processing of information on criminal behaviour or biometric information permitted by 
this Act. 
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C. Processing of Personal Information of Children 
 

1) Prohibition on processing personal information of children (Section 34) 

2) General authorisation concerning personal information of children (Section 35) 

 

C1. Prohibition on processing personal information of children 
 (Section 34) 

 

Note to Information Officer: 

 

1) It is important to note that the business may not process personal information 
concerning a child. 

2) In terms of this Act a “child”, means a natural person under the age of 18 years who 

is not legally competent, when determining the parameters of the processing of personal 
information of children. 

3) The business is prohibited from processing personal information of children, unless one 
of the conditions set out in Section 35 is applicable. 

 

C2. General authorisation concerning personal information of children 
 (Section 35) 

 

Note to Information Officer: 

 

1) The prohibition on processing personal information of children, as referred to in Section 
34, does not apply if the processing is –  

a) Carried out with the prior consent of a competent person; 

b) Necessary for the establishment, exercise or defence of a right or obligation in 
law; 

c) Necessary to comply with an obligation of international public law; 

d) For historical, statistical or research purposes to the extent that –  

I. The purpose serves a public interest and the processing is necessary for 

the purpose concerned; or 

II. It appears to be impossible or would involve a disproportionate effort to 
ask for consent, and sufficient guarantees are provided for to ensure that 
the processing does not adversely affect the individual privacy of the child 
to a disproportionate extent; or 
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e) Of personal information which has deliberately been made public by the child 
with the consent of a competent person. 

2) It is important to note that Section 35 provides a general authorisation for the 
processing of personal information of children.  It is further important to note that 
consent is not the only condition on which personal information of children may 
be processed. 
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D. Rights of Data Subjects regarding direct marketing by 
means of unsolicited electronic communication, directories 
and automated decision making 

 

1) Direct marketing by means of unsolicited electronic communications (Section 69) 

2) Directories (Section 70) 

3) Automated decision making (Section 71) 

 

D1. Direct marketing by means of unsolicited electronic 
 communication  (Section 69) 

 

Note to Information Officer: 

 

1) Should the business process personal information of a data subject for the purpose of 
direct marketing by means of any form of electronic communication, including 
automatic calling machines, facsimile machines, SMSs or e-mail is prohibited unless 
the data subject –  

a) Has given his, her or its consent to the processing; or 

b) Is a customer of the business. 

2) The business may approach a data subject only once in order to request the consent 

of that data subject and only if the data subject has not previously withheld such 
consent. 

3) The data subject’s consent must be requested in the prescribed manner and form. 

4) The business may only process the personal information of a data subject who is a 
customer of the business if –  

a) The business has obtained the contact details of the data subject in the context 

of the sale of a product or service; 

b) The purpose of direct marketing is through the business’s own similar products 

or services; and 

c) The data subject has been given a reasonable opportunity to object, free of 

charge, and in a manner free of unnecessary formality, to such use of his, her or 
its electronic details –  

I. At the time when the information was collected; and 
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II. On the occasion of each communication with the data subject for the 
purpose of direct marketing if the data subject has not initially refused such 
use. 

5) Any communication for the purpose of direct marketing must contain –  

a) Details of the identity of the sender or the person on whose behalf the 
communication has been sent; and 

b) An address or other contact details to which the recipient may send a request 
that such communications cease. 

 

Important: 

 

1.1) The business is reminded that a data subject must consent to the processing of his, 
her or its personal information for the purposes of direct marketing.   

 

1.2) The business is allowed to approach the data subject by whatever means, only once, 
in order to obtain the consent of the data subject for the purposes of Direct Marketing. 

 

1.3) The data subject must be given a reasonable opportunity to object to the processing of 
his, her or its personal information when the information is collected, and on any 
occasion that the information is used for the purpose of marketing if the data subject 
has not already refused to allow use of the information for this purpose. 

 

1.4) In the event that the data subject objects, any further processing of the information for 
this purpose would be a breach of this Act. 

 

D2. Directories (Section 70) 
 

Note to Information Officer: 

 

1) If the business has data subjects who are subscribed to a printed or electronic directory 
of subscribers available to the public or obtainable through directory enquiry services, 
in which his, her or its personal information is included the business must inform the 
data subject(s), free of charge and before the information is included in the directory –  

a) of the purpose of the directory; and 

b) of any further uses to which the directory may possibly be put, based on search 

functions embedded in electronic versions of the directory. 
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2) The business must give the data subject a reasonable opportunity to object, free of         
charge, and in a manner free of unnecessary formality, to such use of his, her or its 
personal information or to request verification, confirmation or withdrawal of such 
information if the data subject has not initially refused such use. 

3) If the personal information of data subjects who are subscribed to a fixed or mobile 
public voice telephony services and have been included in a public subscriber directory 
in conformity with the conditions for the lawful processing of personal information prior 
to the commencement of this section, the personal information of such subscribers may 
remain included in this public directory in its printed or electronic version, after having 
received the information required by clause (1). 

 

D3. Automated decision making (Section 71) 
 

Note to Information Officer: 

 

1) The business may not hold the data subject, liable upon making a decision which may 
result in legal consequences for him, her or it, or which affects him, her or it to a 

substantial degree, which is based solely on the automated processing of personal 
information intended to provide a profile of such person including his or her performance 
at work, or his, her or its credit worthiness, reliability, location, health, personal 
preference or conduct. 

 

2) The abovementioned does not apply if the decision –  

a) Has been taken in connection with the conclusion or execution of a contract, 
and –  

I. The request of the data subject in terms of the contract has been met; or 

II. Appropriate measures have been taken to protect the data subject’s 

legitimate interests; or 

b) Is governed by a law or code of conduct in which appropriate measures are 

specified for protecting the legitimate interests of data subjects. 

3) It is important to note that appropriate measures must –  

a) Provide an opportunity for a data subject to make representations. 

b) Require the business to provide a data subject with sufficient information about 
the underlying logic of the automated processing of the information relating to 
him, her or it to enable him, her or it to make representations. 
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Important: 

 

3.1) There have been instances where the results of decisions made by computers are 
influenced by incorrect data, incomplete data or simply by circumstances that are not 
taken into account when programming the basis on which the computer may make an 
automated decision. 

3.2) This Section of the Act confers upon the data subject the right to be provided with an 
opportunity to make representations about a decision and require information 
pertaining to the underlying logic on which the processing of the information occurred. 
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E. Transborder Information Flows 
 

1. Transfer of personal information outside the Republic of South Africa 
(Section 72) 

 

E1. Transfer of personal information outside Republic (Section 72) 
 

Note to Information Officer: 

 

1) The business may not transfer personal information about a data subject to a third 
party who is in a foreign country unless –  

a) The recipient (third party) of the personal information is subject to a law, binding 
corporate rules or binding agreement which provide an adequate level of 
protection that –  

I. Effectively upholds principles for reasonable processing of personal 
information that are substantially similar to the conditions for the lawful 
processing of personal information relating to a data subject who is a 
natural person and, where applicable, a juristic person; and 

II. Includes provisions, that are substantially similar to this Act, relating 
to the further transfer of personal information from the recipient to third 
parties who are in a foreign country; 

b) The data subject consents to the transfer; 

c) The transfer is necessary for the performance of a contract between the data 
subject and the business, or for the implementation of pre-contractual measures 
taken in response to the data subject’s request; 

d) The transfer is necessary for the conclusion or performance of a contract 
concluded in the interest of the data subject between the business and a third 
party; or 

e) The transfer is for the benefit of the data subject, and –  

I. It is not reasonably practicable to obtain the consent of the data subject 

to that transfer; and 

II. It if was reasonably practicable to obtain such consent, the data subject 

would be likely to give it. 

2) The business has an obligation to ensure that where personal information of a data subject 
is transferred to a third party in a foreign country, that this country has adequate levels of 
protection to ensure the privacy of the data subject.  This will result in obtaining a service 
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level agreement that stipulates the levels of protection applicable, prior to transferring 
personal information of a data subject to the third party.    

F. Prior Authorisation 
 

1) Processing subject to prior authorisation (Section 57) 

2) The business to notify the Regulator (Section 58) 

 

F1. Processing subject to prior authorisation (Section 57) 
 

Note to Information Officer: 

 

1) The business must obtain authorisation from the Regulator, prior to processing any 
personal information if the business has the intention to  –  

a) Process any unique identifiers of data subjects –  

I. For a purpose other than the one for which the identifier was specifically 
intended at collection; and 

II. With the aim of linking the information together with information 
processed by other businesses; 

b) Process information on criminal behaviour or on unlawful or objectionable 
conduct on behalf of third parties; 

c) Process information for the purposes of credit reporting; or 

d) Transfer special personal information or the personal information of children, 
to a third party in a foreign country that does not provide an adequate level of 
protection for the processing of personal information. 

 

Important: 

 

1.1) The business must obtain prior authorisation from the Regulator only once and not each 
time that personal information is received or processed, except where the processing 
departs from that which has been authorised. 

 

F2. The business to notify the Regulator (Section 58) 
 

Note to Information Officer: 
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1) The business may not conduct any information processing that has been notified to 
the Regulator until the Regulator has completed its investigation or until they have 
received notice that a more detailed investigation will not be conducted. 

 

2) If the business has requested prior authorization as discussed in Section 57, the 
Regulator must inform the responsible party in writing within four weeks of the 
notification as to whether or not it will conduct a more detailed investigation. 

 

3) Should the Regulator decide that a more detailed investigation is required based on the 
request to prior authorization from the business, the Regulator must indicate the 
period which it plans on conducting this investigation, which period must not 
exceed 13 weeks. 

 

4) If the more detailed investigation has been concluded, the Regulator must issue a 
statement concerning the lawfulness of the information processing. 

 

5) Should the Regulator find, based on the request of prior authorization from the business, 
that the processing of the personal information is not lawful, an enforcement 
notice will be served in terms of Section 95 of this Act. 

 

Important: 

 

2.1) If the business has suspended its processing of personal information while awaiting the 
outcome of the Regulator’s decision to proceed, and the business does not receive the 
Regulator’s decision within the said time limits, the business may presume a decision 
in its favour and continue with its processing. 
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G. Supervision – Information Regulator 
 

1. Establishment of Information Regulator (Section 39) 

2. Powers, duties and functions of the Regulator (Section 40) 

3. Regulator to have regard to certain matters (Section 44) 

 

G1. Establishment of Information Regulator (Section 39) 
 

1.1) The business must take note that the Information Regulator is established as a juristic 
person by this Act, which: 

a) Has jurisdiction throughout the Republic of South Africa; 

b) Is independent and is subject only to the Constitution and to the law and must be 
impartial and perform its functions and exercise its powers without fear, favour or 
prejudice; 

c) Must exercise its powers and perform its functions in accordance with this Act 

and the Promotion of Access to Information Act; and 

d) Is accountable to the National Assembly. 

 

1.2) Therefore, taking the aforesaid into consideration, the Information Regulator acts 
independently of government or a political party, is accountable to the National 
Assembly and is required to be impartial and perform its functions and exercise its 
powers without fear, favour or prejudice. 

 

G2. Powers, Duties and Functions of the Regulator (Section 40) 
 

Important: 

 

2.1) It is important for you as an Information Officer to understand the powers, duties and 
functions of the Information Regulator which include the following: 

a) To provide education, including the promotion of understanding and acceptance 

of the Conditions of Lawful Processing of Personal Information; 

b) To monitor and enforce compliance through the powers vested in it by the 

legislation; 

c) To consult with interested parties on a national and international basis; 

d) To handle and investigate complaints; 
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e) To conduct research and report to Parliament on international developments; 

f) To assist in the establishment and development of codes of conduct; 

g) To facilitate cross-border cooperation in the enforcement of privacy laws with 
other jurisdictions; and 

h) To generally do everything necessary to fulfil these duties, and foster a culture 
which protects personal information in South Africa.” 

 

Note to Information Officer: 

 

1) Complaints may be lodged with the Information Regulator, where after the Information 
Regulator will investigate the alleged offence or contravention in accordance with the 
stipulations of this Act. 

 

G3. Regulator to have regard to certain matters (Section 44) 
 

Important: 

 

3.1) During the fulfilment of the Information Regulator’s duties and functions, it must take the 
following into consideration:  

a) Have due regard for the conditions for the lawful processing of personal 

information; 

b) Have due regard for the protection of all human rights and social interests that 

compete with privacy, including the general desirability of a free flow of information 
recognition of the legitimate interests of the public and private bodies in achieving 
their objectives in an efficient way; 

c) Take account of international obligations accepted by South Africa; and 

d) Consider any developing general international guidelines relevant to the better 
protection of individual privacy. 

 

Note to Information Officer: 

 

1) The Regulator will not only assess whether the lawful conditions of processing personal 
information have been complied with before determining an outcome of a complaint that 
has been lodged, but will also take (b) – (d) mentioned above into consideration in order 
to ensure that this Act is being enforced fairly and reasonably. 
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H. Enforcement and Penalties  
 

1) Complaints to the Regulator  

2) Penalties 
 

H1. Complaints to the Regulator 
 

Important: 

 

1) The business must take note that: 

a) Any contravention and/or dispute in terms of this Act may be lodged to the 
Information Regulator, which possesses the authority to lodge an investigation 
and subsequently issue information-, enforcement- and infringement 
notices. 

b) If the business receives an information or enforcement notice, the business 
may lodge an appeal to the High Court having jurisdiction for the setting aside 
or variation of the notice, within 30 days after receiving the notice.  

 

Risk: 

 

It is important to note that the data subject is not limited to lodge a complaint only to the 
Information Regulator, but may decide to institute a civil action for damages in a court having 
jurisdiction against a responsible party for breach of any provision of this Act, whether or not 
there is intent or negligence on the part of the business.  The data subject may request the 
Information Regulator to institute civil proceedings on his, her or its behalf. 

 

Risk:  

 

A Court issuing any order for damages must order it to be published in the Gazette and by 
such other appropriate public media announcement as the Court considers appropriate. 

 

H2. Penalties 
 

Note to Information Officer: 

 

1) It is important to note, that should the business or its responsible party be convicted of 
an offence in terms of this Act, the business or its representative will be liable –  
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a) To a fine or to imprisonment for a period not exceeding 10 years, or to both a 
fine and such imprisonment in the following circumstances: 

I. Obstruction of Regulator – Section 100; 

II. Failure to comply with enforcement notice – Section 103(1); 

III. False evidence given by witnesses under oath – Section 104(2); 

IV. Unlawful acts by the business in connection with account numbers – 

Section 105(1); 

V. Unlawful acts by third parties in connection with account numbers – 

Section 106; 

b) To a fine or to imprisonment for a period not exceeding 12 months, or to both 

a fine and such imprisonment in the following circumstances: 

I. Failure to notify processing subject to prior authorisation – Section 59; 

II. Breach of confidentiality – Section 101; 

III. Obstruction of execution of warrant – Section 102; 

IV. Failure to comply with information notice – Section 103(2); 

V. Witness failing to comply with the terms and conditions of a summons. 

 

Important: 

 

2.1) The amount of an administrative fine that may be imposed on the business by the 
Information Regulator may not exceed R 10 million. 

 

I. Summary 
 

1) Information Cycle 

2) What is the next step? 

3) Areas of concern 
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I2. What is the next step? 

1) Take Stock - Know what personal information you have in your files and on your 

computers. 

 

2) Scale Down – Keep only what you need for your business – PURPOSE SPECIFIC!  
This will mean that terms and conditions will have to be redrafted. 

 

3) Lock It – Protect the information you keep.  Physical security, electronic security, 
training of employees and the security practises of contractors/service providers.  This 
will include new policies drafted and implemented, e.g. Access Control Policy, Data 
Retention Policy, Data Destruction Policy, Handheld & Mobile Device Policy, Access 
Control Policy. 

 

4) Pitch It – Properly dispose (de-identify) of personal information that you no longer need.  
Where the PURPOSE for collecting no longer exists.  

 

5) Plan Ahead – Create an action plan to respond to security incidents and have quarterly 
meetings with the Deputy Information Officer(s) to discuss, establish and ensure that 
no information breaches have occurred and the current security safeguards remains 
adequate to address possible risk areas. 

 

Important: 

 

2.1) It is suggested that the Information Officer conduct regular meetings with his/her Deputy 
Information Officer(s) to insure the above steps are adhered to. These regular meetings 
should include discussions pertaining to: 

a) Additional risk areas; 

b) Policy amendments; 

c) Pitfalls; 

d) Information breaches; 

e) Policy implementations; 

f) Training of relevant staff; 

g) Roles and responsibilities of Information Officer and Deputy Information 
Officer(s) and; 

h) Implementation of the proposed guidelines as stipulated in the Information 
Guide. 
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AREAS OF CONCERN:   

HARD CORE SECURITY AND INVESTIGATION 

SERVICES CC 

Subsequent to the first consultation held, we have compiled a list of areas of concern regarding the 
current status in which your business processes personal information.  
 
It is highly recommended to address same as a matter of urgency in order to comply with the provisions 
of the act regulating processing of personal information, thus avoiding compliance orders, fines, 
compensation claims and in some cases imprisonment. 
 
 
We were advised that Micayla Daniëls has been appointed as the Information Officer and that there 
will not be any Deputy Information officers at this stage. Should this however change, the information 
officer must inform his/her legal advisor of same. 
 

COLLECTION /ACQUISITION/RECORDINGS: 
 
We advise that written agreements be entered into with the  data subject as far as possible. Your 
legal advisor will assess your business and also advise on the most user friendly manner in 
which you can justify obtaining/collecting personal information. 
 
We advise the following clause be used on the Client Information Sheet or a similar document whereby 

information is obtained from the client(Section 18): 

We respect your privacy and your personal information, thus, we take all reasonable measures 

to protect your personal information and to keep it confidential. 

HARD CORE SECURITY AND INVESTIGATION SERVICES CC shall take all reasonable steps to 
protect the personal information of Clients and for the purpose of this clause, “personal information” 
shall be defined as detailed in the Promotion of Access to Information Act, Act 2 of 2000 (“PAIA”) 
and the Protection of Personal Information Act 4 of 2013 (”POPI”).  

HARD CORE SECURITY AND INVESTIGATION SERVICES CC may electronically or manually collect, 
store and use the following personal information of Clients. Such information will include the 
following: 

 
 Name and surname;  
 Identity number;  
 Passport number;  
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 Credit Card account number or banking details;  
 Postal area code  
 Street address;  
 Postal address;  
 contact numbers; 

 e mail address  

  
HARD CORE SECURITY AND INVESTIGATION SERVICES CC collects, stores and uses the 
abovementioned information for the following purposes: 
 
 

a) To accurately make bookings, reservations etc. in line with the client’s instructions. 

b) Communicate requested information to the operator/third party nationally as well as 
internationally, depending on the services requested by the client. 

c) To send information to the Mine to arrange for access for employees. 

d) To compile financial documentation for the client. 

The manner in which we collect your personal information will be by way of you contacting us 

telephonically, personally or electronically.  If you contact us by using our website or 

requesting a quotation whether in person or electronically.   

The personal information hereby provided by the client will be collected, disclosed, used, 

processed and stored as is necessary to carry out lawful actions and functions for the 

conclusion or performance of the agreement entered into between us, and will only be done 

with your written consent where required, unless we are legally required to do divulge same 

or are obligated to do so for performance of a public law. 

We shall be entitled to disclose personal information if required to do so (a) to comply with 

applicable law or with legal process served on The Supplier; (b) to protect and defend the rights 

or property of The Supplier, and (c) for the purposes of distributing same to various employees 

and/or third parties who assist The Supplier is providing services to you and thus need to know 

your personal information in order to render a proper and efficient service to you. We will 

ensure that all such employees and/or third party service providers having access to your 

personal information are bound by appropriate and legally binding confidentiality and non-use 

obligations in relation to your personal information.    

We will:  

• Treat your personal information as strictly confidential;  



Protection of Personal Information 

Guidelines on the POPI Act 

53 

 
Copyright SEESA (PTY) Ltd 2014 

 

• Take appropriate technical and organizational measures to ensure that your 
personal information is kept secure and is protected against unauthorized or 
unlawful processing, accidental loss, destruction or damage, alteration, disclosure 
or access;  

• Promptly notify you if we become aware of any unauthorized use, disclosure or 
processing of your personal information;  

• Provide you with reasonable evidence of our compliance with our obligations 
under this policy on reasonable request; and  

• Upon your request, promptly return, destroy, rectify any and all of your personal 
information in our possession or control.  

 

We will not retain your personal information longer than the period for which it was originally 

needed, unless we are required by law to do so, for historical, statistical, research purposes or 

you consent to us retaining such information for a longer period. If at any stage, after you have 

given us consent, you no longer wish us to use or share your personal information with an 

affiliate party, you may at any stage withdraw your consent. 

You agree to provide accurate and current information, and not to impersonate or misrepresent 

any person or entity or falsely state or otherwise misrepresent your affiliation with anyone or 

anything. 

You hereby provide us with your express written consent to use your personal information, in 

order to compile a profile of you, and to send promotional material to you in the ordinary course 

of our business  

                                  YES                                             NO 

 

IF YES: 

1. We will provide you with information regarding new services or special offers.  In each  

              instance, you will be provided an opportunity to opt out of such information. 

2. You hereby grant us permission to enter your cellular number onto our SMS database, if  

              supplied to us by you, for the purpose of promotional material.  If you require to have  

              your cellular number removed from our database, please send an email to the following  

              address: hardcoresec91@gmail.com  

 

 

mailto:hardcoresec91@gmail.com
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STORAGE (Section 19) 
 
It is important that all records of personal information be properly safeguarded by adequate security 
measures according to the sensitivity of the information. 
 

We therefore advise that the information officer  
 

(a) TAKES STOCK and IDENTIFY PERSONAL INFORMATION CURRENTLY IN BUSINESS 
(b) CATEGORISE the information according to sensitivity and importance of the contents of 

the information 
(c) STORE the categorised information ensuring that each category is safeguarded 

appropriately 
(d) DESTROY if need be 
(e) EVALUATE security measures pertaining to all hard copy and electronic files containing 

personal information from time to time 
(f) THE OFFICE AREA 

a. Files must be placed in cabinets when not used.  
b. The filling cabinet must be locked; 
c. The fax machine must not be allocated in an area where there is easy access to 

and where information of sensitive nature are received; 
d. All files/documents that is not used, must be put away; 
e. Scrap paper must be de-identified rather to be re-used; 
f. All Computers whether Laptops and or Desk Tops must have an password; 
g. Files/Documents must be put away and out of site; 
h. Files/Documents must not be left unattended 
i. The safe must be kept locked; 
j. If possible, a register must be kept to control access to the safe; 

 
g) THE STORING ROOM MUST BE KEPT LOCKED AT ALL TIMES WHEN NOT 

ATTENDED; 
 Files/ Documents must be lifted from the floor to avoid water damage. 
 Files/Documents must be kept in a cabinets that can be locked; 

 
h) COMPUTERS: 

 Every Computer must be protected by a Password that is not known to other 
employees and which gets updated / changed on a monthly basis. 

 Appropriate Anti-Virus must be uploaded on all computers/ tablets/cell phones 
which is used in the course of business, including computers that is used at home 
for work purposes. 

 Cell phones/Tablets used by the business / Employee’s Cell phones used in 
sending out any communication to clients, suppliers, employees and or any other 
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party regarding business must have a password on, anti-virus and e-mail 
Disclaimer. 

 Back- up Data on a daily/weekly basis and store device in a safe place. 
 

i) BUILDINGS: 
 Check / Test alarm System. 
 Check / Test Bugler Bars and Safety Doors on a Regular Basis. 
 Check / Test Surveillance System.  
 Check doors and windows and back entries. 
 Apply Physical Security Policy. 
 Office doors must be locked when not occupied.  

 
j) TRAINING: 

 Existing / New staff needs to be trained on a regular basis 
 Training needs to be repeated regularly. 
 4 Monthly meetings should be held to do risk assessment. –  

i. Agenda needs to be kept as well as an attendance record 
ii. See Risk Policy 

iii. Part A of meeting: Check for risks – Building, Technology, Files, 
Dustbin and Personal. 

iv. Part B of the meeting: Check that all of your current safety 
measures are in place and effectively used and updated.  

 Risk must be identified and an action plan must be implemented to guard against 
risk happening again / or before risk happens. 
 
 

k) POLICIES 
 Policies needs to be implemented and followed 
 Disciplinary action must be taken against employee who failed /refused to comply 

with policies. 
 

 
USE 

 
Make sure all information collected has clear purpose and that it is used/distributed ONLY for that 
purpose. 
 
The business may not contact the client to market additional goods or services if this purpose was not 
disclosed to the client at the time of collecting this personal information. 
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SHARING /DISTRIBUTION 
 
It has been established that information collected/received are shared externally, for example when 
provided for UIF, Workman compensation and tax purposes.  This is in order due to the fact that a 
public law makes provision for same. 
 
Information is also shared with the following third parties: 
 
The Business is advised that non-disclosure agreements must be put in place with all third parties and/or 
operators processing personal information on its behalf, as prescribed by Section 20 and 21, and as 
stipulated in the POPI Guidelines. We advise that the Business ensures that non-disclosure agreements 
be entered into with all third parties and/or operators processing personal information on its behalf. 
 

 Information is also exchanged with an IT Firm – The IT Firm provides a service to the 
responsible party.  We advise that the Business ensures that non-disclosure agreements be 
entered into with all third parties and/or operators processing personal information on its 
behalf. (SECTION 20, 21).  

 Information is exchanged with the Accountant – This is in order to comply with certain law 
provisions and the processing is to the legitimate interest of the business. We advise that the 
Business ensures that non-disclosure agreements be entered into with all third parties and/or 
operators processing personal information on its behalf. (SECTION 20, 21). 

 Information is exchanged with an Employer Organization – This is in order to supply a service 
to the business.  The processing of information is in order – Contract between the parties and 
the processing is to achieve a legitimate interest of the business. 

 Information is exchanged with Medical Aids: This is in order to supply a service to the data 
subject.  The processing of this information is to protect a legitimate interest of the data subject. 

 Information is exchanged with MOMENTUM: This is in order as processing of information is to 
the benefit of the data subject.  
 

 

DESTRUCTION 
 
We hereby confirm that the current manner in which information is being destroyed is as following: 
 
Electronic information :  All electronic information are printed and filed as hard copy.  It is however 
required to save all electronic communication (emails etc.) onto a hard drive or disk, which should be 
kept for a minimum of 5 years in terms of Ecta legislation. 
 
 
Manual information :  We were advised that manual information are shredded.  It is however 
recommended to keep record of all documents shredded to minimize your risk. 
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ARCHIVE 
 

 If the purpose for processing has not yet been achieved or law requires it as already referred to, the 
information must be ARCHIVED.  It is suggested to enquire from SARS or company auditor the time 
frame, as in law, for which documents should be kept, as POPI legislation requires that Personal 
information must be destroyed as soon as the purpose has been achieved.  In terms of civil litigation, 
the minimum period is 3 years. 
 
Electronic Communication 

Nr Type of document Minimum Retention 
Required 

1 Personal information and the purpose for which the data 
was collected must be kept by the person who electronically 
requests, collects, collates processes or stores the 
information 

As long as the 
information is used and 
at least 1 year 
thereafter   

2 A Record of any third party to whom the information was 
disclosed 

As long as information 
is used and at least 1 
year thereafter 

3 All personal data that has become obsolete Destroy 
 
Personnel Records 

Nr Type of document Minimum Retention 
Required 

1 Employee’s employment contract 3 Years 
2 Time worked by employee 3 Years 
3 Remuneration to be paid to each employee 3 Years 
4 Date of birth of any employee under 18 years of age 3 Years 
5 Employee deduction authorisation 3 Years 
6 Garnishments 3 Years 
7 Employee disciplinary record 3  Years 
8 Employee count records 3 Years 

 
 

DIRECT MARKETTING 
 

Direct Marketing are discussed in the CPA as well in POPI and the following will guide you as business 
to use the correct OPT IN or OPT OUT options when  marketing in such a manner. 
 
If you have been doing direct marketing you will proceed doing so but there must ALWAYS be an opt –
out option , regardless whether this is done via email, sms or any other electronic manner 
 
If you want to electronically market your business to new clients, you must first send an OPT IN option 
to them and once they accept same, all direct marketing following this MUST have an OPT OUT option 
 



Protection of Personal Information 

Guidelines on the POPI Act 

58 

 
Copyright SEESA (PTY) Ltd 2014 

 

Examples of clauses to use: 

 
OPT IN 
The client hereby consents to receive information about additional goods and/or services, including 
special offers by (tick appropriate box(es)) 

post                  _______________________________  _______________  Client Initial 
 E mail  _______________________________  _______________  Client Initial 

Telephonic _______________________________  _______________  Client Initial 
Text message _______________________________  _______________  Client Initial 
 

OPT OUT 
By submitting this registration , you indicate your consent to receiving email marketing 
messages from us. If you do not want to receive such messages , tick here 

 
OR  
The client acknowledges that he/she/it has the right to object to the processing of his/her/its 
personal information for marketing purposes and unless expressly stated otherwise hereby 
consents to the by the Business 
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FURTHER RECOMMENDATIONS: 
 

Your legal advisor has identified the following policies to be drafted and implemented in your 
business in order to limit risks 
- -General Processing of Personal Information 
- -Duties & Responsibilities of Information Offices and Deputy Information Officer 
- -Prohibition of Processing of Special Personal Information 

 
- Prohibition of Processing of Special Personal Information regarding Health or Sex Life 
- Prohibition of Processing of Special Personal Information regarding Trade Union 

Membership 
- Prohibition of Processing of Special Personal Information regarding Criminal or Biometric 

Information 
- Prohibition of Processing of Special Personal Information regarding Children 
 

- -Processing subject to prior authorization 
 

- Direct Marketing by Means of Unsolicited Electronic Information 
- Acceptable use policy 
- Email policy 
- Access Control Policy 
- Physical Security Policy 
- Anti-Virus Policy 
- Data Retention Policy 
- Data Destruction Policy 
- Risk Management Policy 
- Info Classification Policy 
- Disaster Recovery Policy 
 
 
The policies referred to will be customized for your needs and a meeting will be scheduled with 
the information officer to discuss the contents thereof which must be implemented in the business 
 
The client confirms that the legal advisor advised on and explained the contents of the 
guidelines as well as the areas of concern which needs to be addressed by the business. 
 
Signed and dated on this ______________ of _____________ 
 
   Legal Advisor          Client     Designation 
 
 
__________________________  ________________________                              _________________ 


